eFAST Functional Areas

e Business Administration Management

e Computer/Information Systems
Development

e Computer Systems Support

e Document and Training

Offered Services Include:

e Office Administrative Support,
Professional Support and Management

e Acquisition Management Support

e Accounting, Budgeting, Finance

e Scientific and Technical Consulting
e Systems Engineering Services

e Information Assurance

e IT Computer System Development
e IT Computer System Support

e Training Development

e Educational Support

SECURE|!T Contact Information

Contract Number: DTFAWA10A-00069

Jim Graham, Senior Vice President
703-230-0734
jgraham@secureit.com

http://www.secureit.com

info@secureit.com

eFAST Team Contact Information
Contracting Officers

Ernesto Martinez
202-267-3231
ernesto.martinez@faa.gov

Melicent Nhan

202-267-3210
melicent.nhan@faa.gov

Technical Representative

Alan Behr

202-267-3213

alan.behr@faa.gov
http://www.faa.gov/go/efast

9-AJA-48-eFASTProgram@faa.gov

SECUR

Understand the Threat.

1dentify Your Strategy.
Manage Your Risk.
Comply With Regulations and Policy.

@fAST

FAA’s Preferred Acquisition Vehicle for
Small Business Solutions




Cybersecurity

Asset and Data Discovery

Threat Assessment

Vulnerability Management
Penetration Testing

Security Configuration Management
Database Security

Log Management

Information Assurance

Risk Management

Security Planning

Interconnection Analysis and Agreements
Contingency Planning and Testing
Security Testing and Evaluation (ST&E)
Certification and Accreditation (C&A)
Operational Security Support (ISSO)

Security Training

Capabilities

SecurelT enables organizations to manage security
risks associated with information technology in
support of critical business processes. SecurelT
leverages its corporate experience spanning civilian
and defense agencies combing best practices and
insights from Fortune 1000 companies in financial
services and banking. The result is effective,
efficient and compliant security programs; security
built-into processes and systems; and reduced
security risks which are visible, actionable and well
managed. SecurelT assists organizations:

e Plan, implement and measure performance of
security programs

e Develop security designs and plans to support
the enterprise and associated information
systems

e Implement Cybersecurity solutions to identify
assets, assess vulnerabilities, reduce risk and
measure compliance

e Manage IT security for critical information
systems

e Evaluate and assess weaknesses and
effectiveness of security

e  Assess security controls for weaknesses and
provide strategies to reduce risk and
demonstrate security, privacy and compliance

e Perform independent and internal IT audits to
assess security and compliance

e Educate, train, and prepare the workforce to
recognize security threats, follow best practices
and assess security implementation

SECURE]|
1902 Campus Commons Drive
Suite 100
Reston, VA 20191

703-464-7010
www.secureit.com

Governance and Compliance

e IT Security Program Support

e Security Policy/Standards Development

e Framework Implementation and Assessment
(NIST, ITIL, ISO and COBIT)

e Risk Management

e Data Governance

e Regulatory Compliance Management (FISMA,
FISCAM, OMB, Privacy, CFO Act, SOX, PCI)

e Contract/Outsourcing Security Assessments
(FISMA, NIST, DOD 8500, SAS 70)

e Acquisition Support for Cybersecurity

e Audit Liaison (FISMA, FISCAM, GAO)

IT Audit

e IT Audit Strategy and Planning

e  FISMA IT Audits

e OMB A-123, FISCAM Internal Control Audits
e SOX Reviews and Audits of Internal Controls
e Data Mining and Analysis

e Payment Card Industry (PCI) QSA
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